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Simplify and accelerate IT service
delivery with automation

Discover how automation can simplify and speed up the provisioning of critical
infrastructure, network, and security services across complex environments.

“As a project manager,
I have come to really
appreciate this tool. It
helps me in my daily
work, especially when
troubleshooting, to
identify issues and fix
them quickly. It also
helps me enormously
to better understand
the customer’s needs
and to focus on security”
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Telekom Security helps IT teams operating complex, multi-vendor environments go
from slow, manual service provisioning, to fast, secure, and automated delivery with its
customizable Customer Order Portal, built on Red Hat® Ansible® Automation Platform.

Solving complexity in IT services delivery through automation

In today's digital landscape, IT teams are under pressure to deliver infrastructure, network, and
security services faster and without adding complexity or cost.

Manually managing firewall rules, user access, virtual machines (VMs), and network services
across multi-vendor environments and distributed sites can slow delivery, introduce errors, and
lead to inconsistent security and compliance.

That's why organizations, from large enterprises to small businesses, are turning to automation to
reduce complexity and improve the speed and quality of provisioning critical IT services.

Gain centralized and automated control for critical IT services

Telekom Security’s Customer Order Portal (COP) is a customizable, multi-service customer
portal designed to simplify and streamline the delivery and management of essential IT services
such as firewall rules, VMs, databases, IP address management (IPAM), and load balancing.
Organizations can pick the services or modules needed to fit their requirements, which are
available and supported 24/7.

The portal integrates with existing backend systems and automation services (such as Red Hat
Ansible Automation Platform) to deliver end-to-end service provisioning. Key features include:

Modular service catalog, with 24/7 access to pre-configured offerings.
Automated compliance checked and audit-ready workflows.
Dynamic implementation workflows that adapt to different customer requirements.

End-user self service, with approval, validation, and risk assessment built-in.
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Organizations seeking consistent, high quality IT service delivery powered by automation, can
use the Customer Order Portal to:

Utilize firewalls-as-a-service (FWaaS) capabilities to automate firewall rule deployment and
lifecycle management.

Self-service provisioning of VMs and databases.

Enable employees to self-manage their identities and groups via integration with Active
Directory (AD) or Lightweight Directory Access Protocol (LDAP) systems.

Deploy load balancer-as-service (LBaaS) to standardize and streamline service delivery by
automating the creation of load balancer VIPs.

Access security compliance reporting and topology visualization.

Its centralized and automated ordering process reduces manual effort by up to 98% and
increases transparency, accuracy, and security. For example, an organization managing 80
firewalls with 160 changes per month can cut the time spent on these tasks by approximately
90% using the portal’s automation capabilities.

SNOW SM9
e a —> In Queue €¢— w —t—» FW/MGMT
o-Jo 3
o COP () af
API — —> S Change Tool § 2 @
n'_ 'S —» InQueue «— <& ——» Fw/MGMT
= a 5 )
WAF 1l K
I@
o] o
& FWaaS s 5 > InQueve «— g —> Fw/moMT
o aa —» Z —» HPOO % 95
User 8 Ea
—> In Queue €¢— = ——» FW/MGMT
Workbench
Mail Server ‘ l
o o
o) N
RiT7 al
Workflow Automation
Figure I: The architecture of Telekom Security’s Customer Order Portal
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Smarter IT service provisioning with end-to-end visibility

With the Customer Order Portal’s framework for automating the IT services ordering process,
organizations can benefit from:

+ Automation at scale, as manual tasks are drastically reduced across infrastructure and
security domains.

+  Faster time to value, as provisioning services like firewall rules, VMs, and databases take
minutes not days.

+  Built-in compliance that ensures alignment with security policies.

+ Improved security posture due to standardized workflows with risk assessments and quality
evaluations.

+ Fullvisibility into topology, communication paths, and managed objects.

Automate more. Manage less. Improve security.

With Telekom Security’s Customer Order Portal, organizations can harness automation to
simplify operations, boost security, and accelerate service delivery. Whether you're managing
a global IT estate or a regional infrastructure, the Customer Order Portal provides a scalable,
compliant, and customizable platform for provisioning critical IT services.

Visit the website to discover how it can help you increase your team’s productivity and relieve your
employees’ workload.

About Red Hat

Red Hat helps customers standardize across environments, develop cloud-native applications, and integrate,
automate, secure, and manage complex environments with award-winning support, training, and consulting

services.
f facebook.com/redhatinc North America Europe, Middle East, Asia Pacific Latin America
X x.com/RedHat 1888 REDHATI1 and Africa +65 6490 4200 +54 114329 7300
in linkedin.com/company/red-hat www.redhat.com 008007334 2835 apac@redhat.com info-latam@redhat.com
europe@redhat.com
redhat.com Copyright © 2025 Red Hat, Inc. Red Hat, the Red Hat logo, and Ansible are trademarks or registered trademarks of Red Hat, Inc. or its

subsidiaries in the United States and other countries.


https://www.redhat.com
mailto:europe%40redhat.com?subject=
mailto:apac%40redhat.com?subject=
mailto:info-latam%40redhat.com?subject=
https://www.redhat.com
https://access.redhat.com/recognition
https://business.telekom.com/ch/produkte-und-loesungen/cyber-security/security-automation/

