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1 Introduction 

The target audience for this Reference Architecture (RA) is system administrators or system architects. Some 
experience with Docker and OpenShift technologies may be helpful, but it is not required. 

Emerging software applications are making use of containerization to enable rapid prototyping, testing, as well 
as deployment to the cloud. The microservice revolution introduced container-based service architecture, 
which offers many benefits when compared to traditional virtualization technologies. Containers provide a 
more portable and faster way to deploy services on cloud infrastructures compared to virtualization. 

While containers themselves provide many benefits, they are not easily manageable in large environments. 
Hence, many container orchestration tools have increased in momentum and gained popularity. Each 
orchestration tool is different; hence they should be chosen individually for specific purposes. The Red Hat 
OpenShift® Container Platform uses Kubernetes which is an orchestration framework based on container-
deployment practices. Kubernetes has gained popularity in the cloud community due to its maturity, scalability, 
performance, and many built-in tools that enable production-level container workload orchestration.  

Enterprises are also seeing increasing expansion of their IT infrastructure into edge locations fuelled by the 
need to enable customer and partner interactions. This growth is being driven by Edge / IoT (Internet of 
Things) technologies that enable new business opportunities but also pose new challenges. The use of 
containers has emerged as the de facto mechanism for deploying edge IT infrastructure. 

Red Hat OpenShift Container Platform 4.14 is built around a core of application containers powered by CRI-
O, with orchestration and management provided by Kubernetes, on a foundation of Red Hat® Enterprise 
Linux (RHEL) or Red Hat Enterprise Linux CoreOS (RHCOS). It provides many enterprise-ready features like 
enhanced security, multitenancy, simplified application deployment, and continuous integration/continuous 
deployment tools. With Lenovo™ servers and Lenovo Open Cloud – Automation (LOC-A) technologies, 
deployment, provisioning and managing the Red Hat OpenShift Container Platform infrastructure becomes 
effortless and produces a resilient solution. 

This RA describes the system architecture for the Red Hat OpenShift Container Platform 4.14 based on 
Lenovo ThinkSystem/ThinkEdge/ThinkAgile HX servers. It provides details of the hardware requirements to 
support various OpenShift node roles and the corresponding configuration of the systems. It also describes 
the network architecture and details for the switch configurations. The hardware bill of materials is provided 
for all required components to build the OpenShift cluster.  

An example deployment configuration is described for a typical configuration. The hardware bill of materials is 
provided for all required components to build the OpenShift cluster. A deployment guide is provided to show 
how to prepare, provision, deploy, and manage the Red Hat OpenShift Container Platform on Lenovo 
ThinkSystem/ThinkEdge/ThinkAgile HX servers.  





 

 
 6 Reference Architecture: Red Hat OpenShift Container Platform on Lenovo 

ThinkSystem/ThinkEdge/ThinkAgile HX Servers 
Version 3.9 

 

2.2 Business value 

Software development life cycle (SDLC) practices have evolved to achieve high velocity and efficiency of 
development. Organizations today implement Agile/Scrum as the primary methodology to create cohesive 
development teams that work close to their customers, gather incremental product requirements, and deliver 
new features in short development cycles.  

 

2.2.1 DevOps Overview 

DevOps is evolving as a standard practice in many organizations to bring together software development and 
IT operations teams for the goal of eliminating process bottlenecks in development, quality assurance (QA), 
and delivery cycles, with a goal of providing services to their end customers efficiently. Implementing a proper 
DevOps process requires careful planning and an assessment of the end-to-end pipeline from development to 
QA to delivery. Automation is a key aspect of DevOps. Traditional software development processes were 
handled mostly manually. When developers commit code to the source code repository, the test engineer or a 
build engineer would then checkout the code and build the project, resolving any conflicts. After the QA 
iterations, the release engineer would be responsible to take the release branch code and build the final 
shippable product. Along this pipeline, many of the steps were handled manually by people, which introduced 
the delays in the release cycles. Agile development now takes advantage of new automation tools that 
remove the manual steps.  

Another core aspect of DevOps is providing the necessary freedom and resources to develop and test code 
without having to rely on IT operations teams to re-provision or reconfigure hardware every time. With the 
advances in technologies including virtualization, containers, Cloud multi-tenancy, self-service, and so on, it is 
now possible to detach applications and end-users from physical hardware and provide the necessary tools 
for them to create the right virtual environment to run their applications without directly modifying the physical 
hardware or interfering with other users’ applications. With cloud self-service, users can request and provision 
the hardware to meet their application specific requirements. Cloud administrators create the proper policy 
and authorization workflows such that the provisioning process does not require manual steps. DevOps 
essentially combines the role of the software engineer with that of the IT operator so that the end-to-end 
software pipeline can be implemented with automation. 

 

2.2.2 Monolithic vs Microservices Architecture  

Software architecture over the last two to three decades has evolved from a monolithic application that 
essentially delivered all feature functions in a single package to service-oriented architectures where the 
application is divided up into multiple tiers with each tier providing programming interfaces (APIs) for its clients 
to access the features via service calls. Software principles such as modularity, coupling, code reuse, etc., 
have remained the core principles that people still use, however new programming languages, runtime 
facilities, mobile versus cloud native techniques, etc., have evolved in the recent years to shift software from 
the traditional architectures to more of a microservice architecture.  

Microservices are software applications that are organized around smaller subsets of functionality of the 
overall application such that they are much more manageable than a bulky piece of software developed by 
10s of developers and coordinated in a complex dev/test process. microservices are software modules that 
run as services with open APIs. They use open protocols, e.g. HTTP, and expose REST based APIs so that 
the services can run anywhere - on-premises or on the public cloud, and still be locatable via well-defined 
service end-points. Due to this design, microservices provide a loosely-coupled architecture that can be 
maintained by smaller development teams and can be independently updated.  

Containers provide a natural mechanism to implement microservices because they allow you to package the 
application code and all its runtime library dependencies into a single image, which is portable across various 
platforms. In addition, container orchestration platforms such as Kubernetes provide the mechanisms for 
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Figure 3. Red Hat Edge solution on Lenovo Servers 

 

Red Hat OpenShift supports hardware acceleration for inference use cases, a broad ecosystem of AI/ML and 
application development tools, and integrated security and operations management capabilities. AI/ML 
applications can be deployed at edge sites to gather and analyse data faster, while AI models can be updated 
frequently to match the case more accurately by integrated DevOps capabilities in OpenShift. Organizations 
use OpenShift supported edge sites to deliver best delay-sensitive and data-driven application experiences to 
customers. 
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3 Requirements 

The functional and non-functional requirements for this reference architecture are described below. 

3.1 Functional requirements 

Table 1 lists the functional requirements. 

Table 1. Functional Requirements 
Requirement Description 

Container 
orchestration 
services 

Red Hat OpenShift Container Platform is designed to run workload container 
images at scale using the Kubernetes container orchestrator, and container runtime 
interface (CRI-O). 

User self-service OpenShift supports a Web based UI console that allows users to login and manage 
their containerized workloads. 

Policy management OpenShift allows administrators to configure role-based authorization to manage 
the system resources such as compute, networking, storage and application 
workloads. 

Cloud integration OpenShift supports an integrated container registry, the Quay container registry, or 
public registries which allow users to pull down container images from other places. 
In addition, building container images on OpenShift platform allows portability to 
other clouds such as Google container engine. 

Network and 
Storage 
virtualization 

Through built-in OpenShift networking and storage services for Kubernetes, users 
can access these abstracted resources through their container applications. In 
addition, OpenShift provides network infrastructure services through open protocols 
such as VXLAN. A variety of storage facilities can be exposed to container 
applications via the Kubernetes persistent volume plug-ins and stateful sets.  

Command line tools OpenShift container platform provides CLI tools for almost all cluster operations and 
for container image operations. In addition, administrators can use Kubernetes CLI 
tools to directly access its services. 

CI/CD tools A variety of open source and commercial tools are available such as Jenkins build 
server and integration with GitHub source code repository to implement CI/CD 
pipelines. 

Open source tools Red Hat container registry and other open container repos such as quay.io and 
Docker Hub are available to OpenShift users to access open source tools such as 
nginx, apache httpd, mysql, postgres, Cassandra, etc.  

Automation tools Many tools are available for automation including Ansible, Chef, Puppet, etc. 

Service mesh OpenShift Service Mesh is based on Istio along with the Kiali and Jaeger projects 
and delivered via Operator. OpenShift Service Mesh provides traffic monitoring, 
access control, discovery, security, resiliency, tracing, and reporting to a group of 
services by running as container sidecars. 

3.2 Non-functional requirements 

Table 2 lists the non-functional requirements that are needed for typical OpenShift deployments 
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In addition to the core OpenShift services, the Red Hat OpenShift platform also includes other features such 
as the web-based user self-service console, monitoring, logging and metrics, an integrated container registry, 
storage management, authentication/authorization, automation via Operators, and other administrative tools 
for managing the container platform. 
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6 Operational model 

This chapter describes the options for mapping the logical components of Red Hat OpenShift onto Lenovo 
ThinkSystem/ThinkEdge/ThinkAgile HX servers, and storage. 

6.1 Hardware components 

The following section describes the hardware components that can be used in an OpenShift implementation. 

 

6.1.1 Lenovo ThinkSystem SR630 V3 1U Server 

The Lenovo ThinkSystem SR630 V3 is an ideal 2-socket 1U rack server for small businesses up to large 
enterprises that need industry-leading reliability, management, and security, as well as maximizing 
performance and flexibility for future growth. The SR630 V3 is designed to handle a wide range of workloads, 
such as databases, virtualization and cloud computing, virtual desktop infrastructure (VDI), infrastructure 
security, systems management, enterprise applications, collaboration/email, streaming media, web, and HPC. 

● ThinkSystem SR630 V3 supports up to two fourth-generation Intel® Xeon® Scalable Processors with 
up to 60-core processors, up to 112.5 MB of last level cache (LLC), up to 4800 MHz memory speeds, 
and up to 4 Ultra Path Interconnect (UPI) links at 16 GT/s. 

● Offers flexible and scalable internal storage in a 1U rack form factor with up to 12x 2.5-inch drives or 
up to 4x 3.5-inch drives or up to 16x EDSFF drives, providing a wide selection of SAS/SATA 
HDD/SSD and NVMe SSD types and capacities. 

● Provides I/O scalability with the OCP slot, PCIe 5.0 slot for an internal storage controller, and up to 
three PCI Express (PCIe) 5.0 I/O expansion slots in a 1U rack form factor. 

 

 
Figure 9. Lenovo ThinkSystem SR630 V3 Server Front Views 
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● ThinkSystem SR630 V2 supports two third-generation Intel® Xeon® Scalable Processors with up to 
40-core processors, up to 60 MB of last level cache (LLC), up to 3200 MHz memory speeds, and up 
to 11.2 GT/s Ultra Path Interconnect (UPI) links. 

● Offers flexible and scalable internal storage in a 1U rack form factor with up to 12x 2.5-inch drives or 
up to 4x 3.5-inch drives or up to 16x EDSFF drives, providing a wide selection of SAS/SATA 
HDD/SSD and NVMe SSD types and capacities. 

● Provides I/O scalability with the OCP slot, PCIe 4.0 slot for an internal storage controller, and up to 
three PCI Express (PCIe) 4.0 I/O expansion slots in a 1U rack form factor. 
 

  
Figure 13. Lenovo ThinkSystem SR630 V2 Server Front Views 

 
Figure 14. Lenovo ThinkSystem SR630 V2 Server Rear Views 

 
For more information, see the Lenovo ThinkSystem SR630 V2 Product Guide: 
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Figure 17. Front view of the Lenovo ThinkSystem SE350 with 10G SFP+ network module 
 

 
Figure 18. Front view of the Lenovo ThinkSystem SE350 with 10GBASE-T network module 

 
Figure 19. Front view of the Lenovo ThinkSystem SE350 with Wireless network module 
 



 

 
 27 Reference Architecture: Red Hat OpenShift Container Platform on Lenovo 

ThinkSystem/ThinkEdge/ThinkAgile HX Servers 
Version 3.9 

 

 
Figure 20. Rear view of the Lenovo ThinkSystem SE350 
 
 
 

 
Figure 21. View of the Lenovo ThinkSystem SE350 
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Figure 23. Front view of the Lenovo ThinkEdge SE360 V2 server with 1GbE network module 
 
 

 
Figure 24. Front view of the Lenovo ThinkEdge SE360 V2 server with 10/25GbE network module 
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Figure 25. Rear view of the Lenovo ThinkEdge SE360 V2 with DC input connector 
 
 

 
Figure 26. Rear view of the Lenovo ThinkEdge SE360 V2 with AC input connector 
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Figure 28. Front view of the Lenovo ThinkEdge SE450  
 

 

 
Figure 29. Rear view of the Lenovo ThinkEdge SE450 
 
 
 

 
Figure 30. View of the ThinkEdge SE450 with security bezel attached 
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• One AMD EPYC 8004 ("Siena") processor with up to 64-core processors, core speeds of up to 
2.65 GHz, and TDP ratings of up to 225W. 

• Up to 6 TruDDR5 memory DIMMs and up to 576 GB of memory using 96 GB DIMMs.   
• Support for up to 8x 2.5-inch drive bays, 4x hot-swap drives at the front of the server, and 4x non-

hot swap drives internal to the server. Optional RAID with the addition of a RAID adapter installed 
in a slot. 

• Supports M.2 drives for convenient operating system boot functions. Available M.2 adapters 
support either one M.2 drive or two M.2 drives. M.2 with RAID is available now using a PCIe 
RAID adapter; support for an M.2 adapter with integrated RAID is planned for 1Q/2024. 

• The server offers PCI Express 5.0 (PCIe Gen 5) I/O expansion capabilities that doubles the 
theoretical maximum bandwidth of PCIe 4.0 (32GT/s in each direction for PCIe 5.0, compared to 
16 GT/s with PCIe 4.0). A PCIe 5.0 x16 slot provides 128 GB/s bandwidth, enough to support a 
400GbE network connection. 

• Supports up to 6x single-width GPUs or 2x double-wide GPUs, for substantial processing power 
in an edge system. 

• Supports up to 6x AMD Alveo V70 Datacenter Accelerator adapters, tuned for video analytics and 
natural language processing workloads. 

 

 
Figure 32. Front view of the ThinkEdge SE455 V3 

 

 
Figure 33. Rear view of the ThinkEdge SE455 V3 
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6.1.10   Lenovo ThinkSystem SR665 V3 2U Server 

The Lenovo ThinkSystem SR665 V3 is a 2-socket 2U server that features the AMD EPYC 9004 "Genoa" 
family of processors. With up to 96 cores per processor and support for the new PCIe 5.0 standard for I/O, the 
SR665 V3 offers the ultimate in two-socket server performance in a 2U form factor. The server is ideal for 
dense workloads that can take advantage of GPU processing and high-performance NVMe drives. The 
SR655 V3 is designed to handle a wide range of workloads, such as Inference, virtualization, VDI, HPC, 
Hyperconverged infrastructure. 

The SR665 V3 server supports: 

• Up to 2-socket 2U server that features the AMD EPYC 9004 "Genoa" family of processors, with up to 
96-core per processor, up to 384 MB of L3 cache, up to 4800 MHz memory speeds, and up to 4x 
xGMI x16 interprocessor links, 1 of which can be used for an additional 16 PCIe 5.0 lanes. 

• Up to 6TB of system memory. 
• Up to 40x 2.5-inch or 20x 3.5-inch drive bays with an extensive choice of NVMe PCIe SSDs, 

SAS/SATA SSDs, and SAS/SATA HDDs. 
• Flexible I/O Network expansion options with the OCP slot, the dedicated storage controller slot, and 

up to 10x PCIe slots, up to 9x slots can be PCIe 5.0. 

 

 
Figure 37. Lenovo ThinkSystem SR665 V3 Server Front Views 

 

 


